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1. Summary

The Dutch DataProtection Authority (DPA) observes thatthe education sectorin the Netherlandshad to
make major changes duringthe COVID-19 crisis in order to ensure that, as far as possible, education could
continue. Many educational institutions moved quicklyto introduce applications for online voiceand
video calls, and sometimesalso online proctoring. Thishas required a great deal of adaptability on the part
of educational institutionsand poses various challenges and risks.

Inresponse tothe large number of indications of potential issuesand questions received by the DPA about
personal dataprocessing in remote online education, the DPA conducted an investigation in May, June
and July 2020 on the use of online voice and video callingapplications and online proctoring softwarein
university education, higher professional education and secondaryvocational education. The DPA notes
that most ofthe educationalinstitutions surveyed paid attention to the protection of personal data when
facilitating remote education. Examples of best practice provided by the investigation are described in this
report. Nevertheless, the DPA alsonotes thateducationalinstitutions have not always takenpersonal data
protection issuessufficiently into account when switchingto remote learning. This is understandable
given the great urgency of this switch and its major impact on the educational sector, but the DPA
considers it importantfor educational institutions to be transparent in this respectand, as a matter of
priority, to make everyreasonable effortto provide appropriate safeguards where necessary. Experience
shows that ‘temporary measures frequentlybecome permanent. For this reason, it is very important that
the protection of personal data is given due consideration even when temporary solutionshave to be
implemented under time pressure. This is also consistent with the principle of privacy by design.

The DPA calls on all educationalinstitutions to consider the following aspects when using onlinevoice
and video calls and/or online proctoring:

Use of online applications

- Before using online voice and video calls and online proctoring, determine and justify the purpose
for which they will be used and thelegal basisfor this personal data processing operation.

- Performa data protection impact assessment (DPIA) before using online voice and video calls and
online proctoring; this is oftenmandatory. Ifpossible, also involve the datasubjects (thedata
subjects are thepeopletowhom the data relates, i.e. in this case studentsand teachers).
Periodically check whether the DPIAneedsto be reviewed, for instance if COVID -19 measures are
relaxed.

- When performing a DPIA, also take into account the risks thataffectother (fundamental) rights
and freedoms than solely theright to protection of personal data.

- Enterintoa processing agreementwith the supplier of the onlineapplicationand ensure that the
agreementmeets the requirementsofthe General Data Protection Regulation (GDPR), atthevery
least. If dealing with suppliers outsidethe EEA, pay specific attention to ensuringthatappropriate
safeguardsare in place.

- Before using online proctoring, always check whether thereare alternative testformatsthat
infringe students’ privacy less. If online proctoring is used, the educational institution must record
in writing why the use of online proctoringis necessaryfor certain tests and examinations.

- Involve thedata protectionofficer (DPO) in good time ifyou intend to use online voiceandvideo
calls and online proctoring. Informingthe DPO afterwards abouthowyou have chosen to
organise remote education is not sufficient.
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Frameworks and guidelinesfor educational institutions
- Laydowninstitution-widepolicies or guidelines on howto handle video footage in connection

with online voice and video calls. At a minimum, the policy or guidelines should include
agreements on:
o showing students and teachers on screen and making recordings;
o informingthe datasubjects about e.g.the purpose of the recording and theretention
period;
o ifapplicable: secure storage, theretention periodand who is responsible for timely
deletion of the recorded images.
- Laydowninstitution-widepolicies orguidelines on remote testing. At a minimum, the policy or
guidelines shouldinclude agreements on:
o thecasesinwhich onlineproctoringcan be used;
o the obligation to always first consider the options thatleast infringe students’ personal
data protectionrights;
o documentingthereasonsfora decision by theeducational institution touse online
proctoring for a specific test or examination;
o themeansandmethodsusedtoprocess personal data ofthe datasubjects;
o howstudents provideproof of identity duringdigitaltests. It is not permitted tohavethe
student present theiridentity document with all the datavisible.
o obligatory human intervention in assessing whether a student might be committing fraud
during a test or examination.
- Translate thepolicies/guidelines into clear and simple instructions.

Informing the data subjects
- Actively inform students about personal dataprocessing prior toa digital lesson or test. Provide

the information in an accessibleand comprehensible way.

- Advise teachers and students to provide a neutral environmentin which personal items arekept
out of viewwhile they are beingfilmed duringa digital lesson or proctored test. Instruct students
toturn offthe camera and microphoneifthese functionalitiesare not necessary while attending a
digital lesson.

- Inform students oftheir right to object to personaldata processing. Ifa studentobjectsto online
proctoring and the educational institution cannotdemonstrate that the interests of the institution
outweigh those of the students, the educational institution must offer a suitable alternative that
sufficiently alleviates the privacy concerns. This alternative should not be accompanied by any
adverse consequences, suchas a disproportionate delaytoa person's studies.
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2. Introduction

2.1 Background and context
The digital transformation of the education sector has accelerated rapidlyin these extraordinary times. As
aresult ofthe measures taken in response tothe COVID -19 crisis, many educational institutions quickly
started looking for ways to continue providingeducation, as far as possible, by means ofhome learning.
The increasing use of digital tools in education has proven itsworth as a workable solution for organising
remote education; millionsof pupils and students have attended or are still attending lessons athomevia
anonline voice and video calling application. In addition, some educational institutions usevarious
applicationsforadministering testsand examinationsin which an invigilator or al gorithm supervises the
examinationonline, remotely, to prevent any student from committingfraud; this is known as online
proctoring. Usually theseapplicationsuse some form of camera surveillance. The emergence of online
voice and video calling applications and online proctoringis leadingto a shift in the traditional
educational landscape. This shift brings with it new risks and challenges for educational institutions in
terms of protecting the personaldataof students and staff.

Parents, pupils, students and teachers have expressed concerns to the DPAregardingthe data processing
operations and associated risks associated with thelarge-scale use of (new) digital tools in education. The
DPA shares these concerns.

That is why the DPA published instructions on 23 April 2020 for educational institutions that are usingor
intend to start using onlinevoice andvideo calls and online proctoring. In response to complaintsand
indications of potential issues, the DPA also opened an investigationinto theuse of online voiceand video
calling applications and online proctoring in education. In this report, we share theresultsofthis
investigation.

2.2 Purpose and scope of the investigation
The DPA expects that the enforced introduction of remote teaching and testingwill permanently change
the practice ofteachingin certainrespects, even once COVID -19 measures havebeenrelaxedin the future.

For thisreason, the investigation serves multiple purposes. The primaryaim of the DPAwas togain
insight into personal data processing operationsby educationalinstitutions when using onlinevoice and
video calling applications and online proctoring. With thisinvestigation, the DPA also wants to draw the
attention of educational institutions and DPOs to the need to process personal data with all due carewhen
using thesedigital tools. Finally, the DPA identified bestpractice and areas for improvement. The DPA
aimsto encourage the protection of students' and teachers' personal data in the way remote education is
organised both nowand in the future.

The DPA emphasises thatthe question of whether online voice and video calls or online proctoring can be
used by an educational institution in a specific situation cannot be answered in general terms. This will
have tobe considered on a case -by-casebasis, taking into account COVID -19 measures, among other
factors.Itisup tothe educational institutions to determine whether the use of online proctoring and
online voice and video callsis compliant with the requirements of the GDPR. Thefindings of the
investigation can be used as a tool for reflection to assesscurrent practice.

This investigation focuses on application of the GDPR to onlinevoice andvideo callsand online

proctoring. It does not consider theapplicability of otherlegislation, such as the Telecommunications Act
or the ePrivacy Directive. However, the DPA does not rule out thatthislegislation mayalso apply.
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2.3 The course of the investigation
Inthe months of May, Juneand July 2020, the DPA investigated the use of online voice and video calls and
online proctoring in education at12 educationalinstitutions. The DPA opted to focus its investigationon
institutions providing secondary vocational education, higher professional education and university
education, sincethey yielded the highest number of indications of potential issues. In addition, the easing
of COVID-19 measures when thisinvestigation was conducted meant that many primaryand secondary
schools would soon resume regular education onlocation. Nevertheless, the recommendations are also
relevant for educationalinstitutions in primary and secondary education.

In selecting the educational institutions approached, the DPA took into account the number of students
enrolled and the institutions' geographical distribution within the Netherlands. The selected educational
institutions were contacted in writing with the request to completea questionnaire. This questionnaireis
included asAnnexe1 tothis report. Allthe selected educational institutions answered the questions and
substantiated their answers with additional documentation.

The documentation received has beenanalysed by the DPA. Thisreport presents its findings. Thereport
mirrors sequence of the questionnaireas faras possible. The DPA hasdrawn on its findings to provide
recommendations for educationalinstitutions and share bestpractice.

2.4 Nextsteps
The DPA will continue to monitor developmentsin remote education. It goes withoutsaying that, in
addition to complaints and indications of potential issues, the DPAwill also take note of court rulings and
developments in other EU member states. In the short term, the DPA will enter into discussions with the
umbrella organisationsin the education sector about theresultsof this investigation. In the areas where
the biggest improvements can be made, we will explicitly bring to their attention the improvements we
believe are needed.
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3. Findings

3.1 Use of online applications
Ifan educational institution chooses to use online voice and video calling applications and/or online
proctoring software, the educational institution is responsible for the personal dataprocessed in this

context. As the data controller, the educational institutionmustbe able to demonstrate compliance with
the GDPR.

Legal basis

Animportant element of accountability is beingable to demonstrate a legal basisfor processing personal
data.Thislegalbasis must be determined before the educational institution starts processing personal
data.

From the documentsreceived, the DPA concludes thatthere does not seemtobe a clear picturewhen it
comes to determining thelegal basisin so far as the education provided under the Adult and Vocational
Education Act (WEB) and the Higher Education and Research Act (WHW) is concerned. Below, the DPA
will highlighta number oflegal bases about which confusion seems to exist in the context of remote
education.

e  Publicinterest/official authority (public task)
An educational institution may invoke as alegal basis that processingis necessaryfor the
performance ofa task carried out in the publicinterestor in the exercise of official authority vested
inthe data controller. This taskmustbe laid down by law. It is often difficult to determine the
boundaries ofa public task and whether the public task provides a sufficientlyaccuratelegal basis
for certain data processing operations. Moreover, what is necessary for the performance of a
public task may vary over time. For example, an educational institution may come tothe
conclusion that COVID-19 measures make it necessaryto process video imagesof students in
specificsituations in order to carry out the public taskslaid down by the Adultand Vocational
Education Act and the Higher Education and Research Act. It is important thatitis clear to
studentsthat their personal data will be processed in order to performthis specific statutory task.

o  Legitimate interest
The GDPR stipulates thatlegitimate interest cannotbe invoked as a legal basisfor the processing
of personal data by public authorities in the context of performing their duties. Educational
institutions governed by public law cannot therefore rely on thislegal basis in carrying out their
tasks.

e Consent
In orderforan educationalinstitution tobe able toinvoke consentas alegal basis, a student must
be able to freely consent to the processing of their personal data. Consent is deemed to be given
'freely’ if students have a genuine choice and control. The relationship of authority betweenthe
educational institution and students can be problematic for any invocation of the legal basis of
consent. Afterall, it is doubtful that students actually have thefreedom to refuse consent
requestedby the educationalinstitution ifthereare consequences attached to thisrefusal. In order
tobe able tospeak of free consent, the educationalinstitution must atleastoffer an alternative to
the intended data processingoperation. Ifa student thatrefuses consent is unable to take lessons
or sit a test or examination, consentcannot be regarded as freely given. Likewise, consent thata
student is assumed to have given by participating in a digital lesson or an examination
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administered usingonline proctoring does not constitute legitimate consent within the meaning
of the GDPR.

The answer to the question of which legalbasis is appropriatein a specific situation when organising
remote education always dependson the circumstan ces and the concrete purpose for the use of digital
applications.In any case, itis important thatthe educational institution is able tojustify its choice ofa
particularlegalbasis. In addition, in order to be able to successfully invoke one oftheabove legalbases, the
processing of personal datamustbe necessaryto achieve theunderlying purpose. This will be discussed
furtherin section 3.1.2.

Recommendation: Before processing personal data, identify the legal basis for this personal data processing
and explain why it is applicable. The educational institution has its own responsibility to assess the necessity
of the data processing operation.

Data protection impact assessment (DPIA)

In accordance with the accountability principleunder the GDPR, educational institutions mustbe able to
demonstrate that theyhave takenappropriate technical and organisational measures to protect students’
personal data. One of the concreteactions mentionedin the GDPR to assess the risks of a dataprocessing
operation and to determine the appropriate measures is to conducta data protectionimpact assessment
(DPIA).This is mandatoryin case of dataprocessing operations that pose a highrisk to therightsand
freedoms of individuals.

Inthe investigation, the educational institutions were asked about the way in which they took the
protection of personal data into consideration in choosing to usevarious digitalapplications. The DPA
notes that manyeducational institutionshave (recently) carried outa DPIA toidentify therisks ofthe
current or planned data processingoperations.

Asthe data controller, it is up tothe educational institution to determine whether a DPIA obligation
applies toa specific personal data processing operation. Educational umbrella organisations could play a
facilitating role in performing a joint DPIA. The DPA has drawn up a (non -exhaustive) list of data
processing operations for which the performance ofa DPIA is mandatory before the data controller
initiates processing. Depending on the purposeand the wayin which onlinevoice and video calls and
online proctoring are used, the following data processing operations on this listmaybe relevantin the
context of remote online education:
- Large-scale and/or systematic monitoring of personal data for anti-fraud purposes.
- Large-scale and/or systematic use of flexible camerasurveillance.
- Systematicand comprehensive assessment of personal aspects of natural persons based on
automated processing (profiling).
- Large-scale personal data processing operationsin which the behaviour of natural personsis
observed orinfluenced in a systematic way, or data is collected and/or recorded about them, by
means of automated processing.

Evenifthe data processing operationis not on this list, educational institutions mustassess whether the
data processingoperation poses a high privacyrisk to the datasubjects. The nine criteriadrawn up by the
European privacy authorities can be used for this purpose. As a rule of thumb, a DPIA must be performed if
the personal dataprocessing operation meetstwo or more of these criteria. In the contextof online voice
and video calls and proctoring, the following criteria maybe particularly relevant:

TFor more information on the conditions that must be met to legitimately invoke consent as a legal basis, see the Guidelines on
Consent under Regulation 2016/679.
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- Evaluation of people based on personal characteristics (such as behavioural analysis using an
algorithm for online proctoring).

- The sensitivity of the data that canbe shared viathe medium (suchas religious convictions, health
information or political preference).

- Thelarge-scalenature ofthe data processing.

- Thevulnerable position of the data subjects whose datais processed (unequal balance of power
between the educational institution and the teacher/student).

When organising remote education, many of the surveyed educational institutions opted touse online
voice and video calling applications thatwere already beingused within the educational institution
(sometimes for other purposes). The DPAnotes thatthis may havebeen a good choice, especiallyin light
of the external time pressure, but emphasises thatwhen a voiceand/orvideo calling application is used for
purposes other than those for which it was initially purchased, data processing may entail different risks
and a DPIA, ora new DPIA, may be required. For example, the use of a voice and/or video calling
application duringa meetingwill have a different impacton the protection of personaldata than its use to
teach a class orgive alecturetoalarge group of students.

Performing a DPIA is not a once -and -done undertaking, but an ongoing process. It is therefore good
practice to constantly reviewa DPIA and regularlyre -assessimpact.> A number of educational institutions
explicitly stated in the documentation that was provided that they would be re -evaluating the DPIA within
a set time frame or when the measures wererelaxed, in partto re-assess the necessity of the data
processing (see also section 3.1.2). The DPA considers this a good approach to this ongoingprocessthat
educational institutionsare required to follow.

Finally, the GDPR stipulatesthat the data controller must, in performingthe DPIA, “where appropriate... seck
the views of data subjects or theirrepresentatives on theintended processing.” The DPAaccordinglyviews it as an
appropriateimplementation ofthis requirement for educational institutions to ask students and teachers
or their representatives (such as student councils, university councils, central participation councils
and/or other forums) about their views on data processingin organisingremote education, evenifthese
persons or bodies do not have anyright to give a legallybinding advisory opinion or right of approval.

Performing a DPIA will generally be mandatory if an educational institution plans to use voice and/or video
calling applications and online proctoring. If a digital application was already being used by an educational
institution, butis now usedforanew purpose —suchas the large-scale provision of remoteeducation —there
may be a change in the risks arising from the data processing. A DPIA, or anew DPIA, be mandatory in that
case. Inaddition, performingaDPIA is an ongoing process. The easing of COVID-19 measures, technical
developments, and other circumstances that may affect educationand society ina broader sense could lead
toa different outcomeof this assessment.

Re commendation: Periodically checkwhether the DPIA needs to be reviewed, to re-assess the necessity of
data processingamong other things. Insuch cases, also seek the views of students and teachers (and their
representatives).

The DPA concludesfrom the information received that many ofthe surveyed educational institutions
seem to be aware of some of the risks associated withtheuse of online voice and video calling applications
and online proctoring software. The DPIAs and other documentation provided frequently mention the risk

2Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing s "likely to result in a high risk " within
the meaning of Regulation 2016/679, p.17.
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that sensitive dataon students mightfall into the wrong hands. The DPA emphasises that it is important
inthe risk assessmenttoinclude the risks thatdo not result directly from a databreach. Besides breaches
of studentdata, theuse of online proctoring could alsolead for example to the unjustified exclusion of
studentsfrom an examination. Theserisks should also be included in a DPIA, where relevant.3

Recommendation: When performing arisk assessment, also take into account other risks that affect
(fundamental) rights and freedoms, such as unjustified exclusion of pupils or students fromatest or
examination.

Data processing agreement

Allthe surveyed educationalinstitutions indicate thatthey use software suppliersthatprocess personal
data on theirbehalfin the context of remote education. Ifthe educationalinstitution alone determines the
purpose and means of the processing, then the software supplieris a data processor withinthe meaningof
the GDPR.The GDPR stipulates thatthedata controller may only use processors providing suffici ent
guarantees toimplementappropriate technical and organisational measures in such a manner that
processing will meettherequirements ofthe GDPR and ensurethe protection of therightsofthe data
subjects. It is therefore the responsibility of the educational institutionto set requirements for the
software companies thatsupply the onlineapplications. The agreements made with these suppliers should
be recorded in a data processingagreement. The DPA's investigation shows thatnot all the surveyed
institutions had already signed data processing agreementswith the software suppliers.

Besidesthe factthatthe GDPR requiresa datacontroller and a dataprocessor toenterintoa data
processing agreement, it is importantthat the educational institution hasactual insightinto the processes
of a data processor, so that compliance with the provisions of the data processing agreement canbe
verified. Under the GDPR, the data controller in principle remains responsibleifthe dataprocessor fails to
comply with the GDPR. For that reason, educational institutions must exercise due care when drawingup
agreements with the supplier.

If data is processed by a third party on behalf of an educationalinstitution as part of the delivery of remote
education, the educational institutionis legally required to enter into a data processing agreement with this
data processor.

Re commendation: Despite the limited number of suppliersavailable for online voice and video calling
applications and online proctoring software, be critical about whether agreements comply with the GDPRand
offer appropriate guaranteesfor the protection of students’personal data.

International transfers

The DPA has found thatmanyvoice and video calling applications and online proctoring software
solutions are offered by suppliers in the USA. Educational institutions should takeinto account thatthe
GDPR requires the transfer of personal data from the Netherlands to countries outside the European
Union to comply with the statutory provisions of the GDPR. Thismeans that it is first necessary to assessif
the European Commission has issued an adequacy decision for the third country, a region, or one or more
specified sectors in thatthird country. Ifthatis not the case, then organisations canmakeuse of one of the
transfer instruments that are specified in the GDPR, provided they offer adequate safeguards and thedata
subjects have access to enforceablerightsand effectivelegal remedies. If thatis not possible thenpersonal

3See the European Data Protection Board's guidelines on DPIA: '(..) the reference to "the rights and freedoms" of data subjects
primarily concerns the rights to data protection and privacy but may also involve other fundamental rights such as freedom of speech,
freedom ofthought, freedom of movement, prohibition of discrimination, right to liberty, conscience and religion.'
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data can be transferred in exceptional cases on thebasis of one of the derogationsfor specific situations
mentioned in the GDPR, ifthe conditions are met.

Inarecentjudgment, the Court of Justice of the European Uniondeclared the decision on the adequacy of
the EU-US Privacy Shield invalid, because that decision cannot guarantee sufficient protectionof personal
data.Forthat reason, educational institutionsand other organisations can nolonger rely on that adequacy
decision for the transfer of personal datato the United States. This meansthat data processors thatare
engaged by the educational institutionto provide, for example, online proctoring services, may not
transfer personal data to organisationsthat are based in the United States without takingadditional
measures to safeguard the principles of the GDPR. For more information about the consequences of this

judgment, seethe FAQ document on the CJEU judgmentpublished by the European Data Protection

Board.

Asthe data controller, the educational institutionis responsible for providing a valid legal basis for the
transfer of personal data to third countries, for instance by including additional measures in model
contracts.

311  Online voice and video calls
Allthe surveyed educationalinstitutions state that educationunder the COVID -19 measures is facilitated
largely or partly viaapplications for online voice and video calls. It is apparentfrom the information
provided that educationalinstitutions use various applications and take variousapproachesto offering
freedom of choice to faculties, those responsible for degree programmes, and teachers in choosing online
voice and video calling applications. Several educational institutionsrequire their employe es to use digital
applicationsthat havebeen approved by the educational institution. Therisks of these applications have
been assessed, appropriate safeguards havebeen put in place, and a dataprocessing agreement has been
arranged with the supplierif necessary.

"The internal guideline is that degree programmes make use of digital teaching resources
that are offered at the level of the organisation. In this context, the security and privacy risks
have been assessed in advanced and minimised where necessary and possible. Moreover, a
data processing agreement has been signed with the suppliers.”

Some of the surveyed organisations indicated that the degree programmes or teachers are considered
responsible within the organisation for selectinga specific online voiceand video calling application. The
degree programme or teacher is expected to ascertain independently that the required level of protection
of personal data hasbeen achieved before starting tousetheapplication. These educational institutionsdo
generally recommend certaindigitalapplicationsor prohibit theuse of a few digital applications, and
almost all indicate thatdata protectionplays an important role in that choice. The DPA advises against
making individual teachersor students responsible for choosing which applications touse, because they
are not always aware ofthe possible risks of a givenapplication.

As the data controller, the educational institution is responsible for determining which online voice and video
calling applications are to be used inthe delivery of remote education. As part of its duty to provide
accountability, the educational institution must be able to demonstrate how the protection of students’
personal data was taken into account in the choice of anapplication. By entering into data processing
agreements with the suppliers of the digital applications and drafting an institution-wide policy that provides
appropriate safeguards, the educational institution remains in control of the processing of personal data.
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Recommendation: The DPA advises against making individual teachers or students responsible for choosing
online voice and video calling applications. See our selection guide for help choosing online voice and video
calling applications.

312 Online proctoring
The DPA also specificallyasked the selected educational institutions about the use of online proctoring
software. Online proctoring is described by ICT cooperative SURF as a form oflocation -independent
digital testing, in which the educational institution uses software developed espe cially for this purpose to
invigilate a test or examination to prevent fraud. Thishappensin part by watching video images viathe
student’s webcam and viewing the display windows that the student has opened on their screen. Other
control software options that are offered include tracking mouse movements and monitoring keystrokes.
Students may also be asked to use the webcamto show their surroundings.

The available online proctoring software suppliers offer various options to analyseand assess thedata that
is collected. First, there is an option that an invigilator from the educational institution observesa student
taking a test or examination in real -time (live proctoring). In addition, it is possible to review the video
and screen recordings afterwards or haveinvigilators employed by the software suppliers assess these
recordings (retrospective proctoring). Finally, suppliers offer the option to have thevideo recordings and
other data reviewed automatically using an algorithm that detectsindicationsof possible fraud
(automated reviewing).

Some of the surveyed educational institutions indicated that they did not yet use online proctoring
software. Most of the educational institutionsthat douse online proctoring are among the larger
institutions, including all ofthe universities thatwere contacted. These institutions primarily opted for
automated reviewing, always using human intervention to determine whether fraud has occurred. None of
the educational institutionsincluded in the investigation made use of fraud detection withouthuman
intervention.

The reasons thata few educational institutions gave for not using online proctoring include the availability
of adequatealternative testformats thatare less intrusive, and also concerns aboutstudent privacyand
uncertainty about the effectiveness of the software. The DPA acknowledges thatthese are justified
concerns. Afterall, the use of online proctoringis far more intrusive in terms of protection of personal data
compared to administeringan examination on location. For that reason, the use of online proctoring
always requires careful consideration. The educationalinstitution is responsible at all timesfor checking
whether the purpose of online proctoring is proportionate to theinfringementofstudents’ privacy
(proportionality) and whether the purpose cannotbe achieved in some other waythat is less intrusive
(subsidiarity).

The DPA notes thatitis not clear to all educational institutions whether online proctoring software
actually detectsfraud. For example, some educational institutions indicate thatthey cannot guarantee at
this time thatstudentscannot circumventthe technology, or could wrongfully be accused of fraud.

"The technology behind online proctoring is still under development and is still too sensitive
to fraud. In addition, it represents a considerable intrusion of the student’s personal living
environment.”

The documentation received shows thatalmost all surveyed educational institutionshave considered

alternative test formats that do not require the use of online proctoring. Alternative test formats that are
mentioned include open-book examinations, essayassignments, oral examinations, and trust-based
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testing. In addition, various mitigating measures are mentioned thatcouldlimit the risk of fraud in tests
that could not easily be replaced by one of these alternative test formats. Options that are mentioned
include limiting the time to takea test, plagiarism checks, or a form oflive interventionin which students
are questioned by the examiner during or after a teston the basisof random sampling to double -check
answers. Some of the surveyed educational institutionsindicate that the available alternatives offer
sufficient solutions to facilitate tests and examinations remotely without usingonline proctoring.

"Due to the existence of these altematives there was no need to use proctoring — which
plainly raises privacy concerns — to guarantee continuity of education.”

The surveyed educational institutions thatdouse online proctoring or plan to do soin the near future
indicate thatitis not possiblein all cases to adaptthetestor examination so that analternative test format
canbe used. Thisis related tosuchfactors as:
- the number of students. Other test formats or methods of invigilation make disproportionate
demands on capacityand require disproportionate effort, according to the educational institution.
- theteachingobjectives ofthe subject. In some cases, alternative testformats don ot offer sufficient
insight into the student’s knowledge and skills required for a subject. As an example of tests that
are difficult toreplace, tests thatfocus on reproducing knowledge are specifically mentioned.
- therole ofthe subjectin the study programme. Certain subjects that, according to the educational
institution, play a crucial role in the study programme, cannot be replaced or postponed.
All educational institutions that use online proctoringdoindicate that theysee it as the last possible
recourse; theyalways consider first whether other test formatsare possible.

“If there are really no alternative test formats that are feasible, or if a student specifically
requests it due to personal reasons/circumstances, such as delays in a their progress or
disability, then it is possible to use online proctoring - ifthe examination committee grants
permission |[...[.”

Inaccordance with the accountability principleunder the GDPR, educational institutionsmustkeepa
record ofthe cases in which online proctoring is used, includingthereasonswhy it is used. Any decisionto
use online proctoring must be re -evaluated periodically, particularly if COVID-19 measures arerelaxed.

Inthe context of its obligation to provide accountability, the educational institution must be able to provide
good reasons why online proctoring is necessary to prevent fraud. Its decision may different fromone
situation to the next, depending on the nature and specific characteristics of a test of examination. The use of

online proctoring should be consideredalast resort. For examples of best practice on making this assessment,
see section3.2 of this report.

Recommendation: Always check first whether there are alternative test formatsthat represent less of an
infringement of the students’ personal data protection rights. Record in writing the reasons for using online
proctoring for certain tests and examinations. When using automated reviewing of tests and examinations,
always ensure that actual human assessment takesplace.

A number ofthe surveyed universities have opted to regulate how online proctoring is organised according
toguidelinesin consultation with the examination committees. Other educational institutionsthatuse
online proctoring alsoindicate thatthey have established additional criteria to determine the casesin
which online proctoring is used. Althoughthe detailsof theseguidelines and criteria differ between
institutions, they do addressthe protection of personal data. For example, the regulationsestablish the
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purposes for which online proctoring is used, which forms of online proctoringare used by the university,
and which parties must be involved in the eventthat fraud is detected.“ These general criteriawill be used
todefine and document any decision to use proctoring for specific tests or examinations. The DPA
considers this a good way to ensure that the use of online proctoring is viewed as a 'lastresort'. Moreover,
it allows an educational institution to provide accountability by setting outthe casesin online proctoring
isused and why.5 See section 3.2.2 of this report for examples of best practice and some suggestions
regarding theseguidelines and criteria.

3.1.3  The parties involved
The DPA asked the selected educational institutions about the involvement of the DPO and other parties
in choosing touse online voice and video calling applications and online proctoring software. Most of the
educational institutionsindicate that the DPO played an activerole in preparingfor and/or organising
remote education. Many educational institutions indicate that the DPO provided advice during the
preparatory phase, was involved in performing in the DPIA, and took partformulating the privacy policy
and related guidelines and frameworks.

“The DPO is involved in all matters that affect the protection of personal data in the broadest
sense, inan advisory, controlling and initiating capacity.”

Based onthe answers tothe questionsand the documents that werereceived, the DPA was not able to
form a clearimpression of the exact role of the DPO and the point in timeat which the DPO becomes
involved. Forinstance, one of the surveyed educational institutions only notesthefact that the DPOwas
notified of the measures and the decisions thatwere taken. The DPA emphasisesthatit is important for
the DPO tobe involved at an early stagein all matters related to the protection of personal data, and
should alsobe asked to offer advice in that context. Forinstance, one ofthe surveyed educational
institutions indicated that theyhad actively involved the DPO as soon as they began formulating a policy
on online proctoring.

Eveninthe operational phase after the decision-making process regarding the use of online voiceand
video calling applications and online proctoring software, it is importantthat the DPO can fulfil their
supervisory role. One of the surveyed educational institutions indicated that the DPO conducts random
checks of departments within the educational institutions to inquire about the necessity of usingonline
proctoring orvoice and/orvideo calling applications for ad ministeringa specific test. The DPO assesses
the justification provided by the board asto why less intrusive alternativesare not available for this test.In
addition, severaleducational institutionsindicate thatthe DPO is consulted on specific questions and
complaints from datasubjects.

Recommendation: The decision-making process regarding the use of voice and/ or video calling applications
and online proctoring softwareand the implementation of appropriate safeguards demands timely and active
involvement by the DPO. Informing the DPO afterwards about the choices that were made in the organisation
of remote education is not sufficient.

The DPA also asked educationalinstitutions which parties other than the DPO are or were involved in
drawing up frameworks or guidelines about online voice and video calls and online proctoring. Besides the

“ Based on the information received, it is not clear to the DPAwhether the surveyed educational institutions have modified the
teaching and examination regulations.

®Itis notimmediately clear from education legislation that an educational institution can use online proctoringand process personal
data for this purpose. Drafting guidelines within an educational institution can provide more transparency about the use of online
proctoringand thus contribute to the foreseeability of a data processing operation.
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privacy and security officers mentioned by all those surveyed, some of the surveyed educational
institutions also mentioned e.g. the participation council, student council, study programme committees,
the Executive Board and the examination committees. The parties that havea righttogive an advisory
opinion orright ofapproval in relation to decisions by the Executive Board appeartohavebeengiventhe
opportunity to exercise thoserights by the surveyed educational institutions.

Several educationalinstitutions indicate thatthey havegiven stakeholdersthat are not membersofan
advisory body an opportunity to take partin working groups, panels or other sessions in which the
participants are encouraged to provide inputon how remote education will be organised.

"Teachers and students have been able to take part in sounding board sessions, test panels,
ethical consultations and an evaluation group.”

Several of the surveyed educational institutionsstill seemtoneed to take steps in thisdirection. The DPA
encourages educational institutions to engage in dialogue with students at an early stage and to actively
involve themduring the evaluation of remote education, partly in the framework of the aforementioned
obligation to ask data subjects for their views when performing a DPIA. See section3.1.

Recommendation: Do not only take into account the right give an advisory opinion and the right of approval,
butalso actively engage students and other stakeholders in the organisation and evaluation of remote
education.

Frameworks and guidelines for educational institutions

Before educational institutionsstartusinga digital application, it is important for them to take sufficient
measures to limittheidentified risks to the rights and freedoms of the individuals involved (the data
subjects). An important organisational measure is developing and communicating unambiguous, clear
policy on using applications and on instructingthe teachingstaffand students thatwill be working with
the applications. The DPA has received indicationsthatverydifferentapproachesto this are used by
different faculties and sometimes individual teachers withineducational institutions. In the framework of
this investigation, the DPA requested the educational institutionsto indicate which internal frameworks,
rulesand guidelines havebeen developed tohandle personal data withall due care. In thissection, the
DPA highlights a number of points for attentionand examples of best practice.

Secure handling of video footage

There are significant variations betweenthe surveyed educational institutionsin the degree towhichthey
inform the teaching staffabout observing alldue care in handlingvideo footage of students from digital
lessons and from testsadministered usingonline proctoring, andin theguidelines that have beendrafted
regarding suchvisual material. Forinstance, in response to the question about whether frameworks or
guidelines hadbeendrafted on the protection of personal data, several educational institutions only
referred to generalfunctional explanations and instructions for the use of online voiceand video calling
applicationsand online proctoring software. The DPA also received rules from various educational
institutions regarding the recordingsand the storage of video footage. These rules vary from warnings
against unnecessarily displaying students on screento prohibitionsagainst showing students on screen.
Similarly, the rules vary from limiting the retention period of a recordedlesson to an explicit ban on
recording and saving a digitallesson.

Digital lessons
The DPA emphasises thatthe educational institutionsas data controllers are responsible for determining
which video recordingsare necessary and whether they should be retained. For instance, whenlessons are
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taught using an onlinevoice and video callingapplication, and students have their camera on during the
lesson, itis not permitted to save the video imagesof these studentswithout good reason. However, this
does not mean thatthe educational institution may not save and share any video footage at allfrom a
lesson orlecture. The purpose for which therecordings are made will be the guidingprinciplein deciding
whetheritis permitted to save the video footage. For instance, the educational institution could give
access toa recording ofa digital lesson so it can be watched again later, withoutincluding theinteractions
with students in therecording. This limits how much personal data of the participating students is shared.

“Inform students beforehand iflive sessions will be recorded, and only record sessions if that
adds value in educational terms. Students can decide to turn off their webcam if they do not
want to be part of the recording. This may not have any consequences for their presence.”

Animportant way in which educationalinstitutions can limit infringement of privacyis by configuringthe
standard settings of the online voice and video calling application so thatit processes aslittle personal
data as possible. Some ofthe surveyed educationalinstitutions indicate thatthe camera and microphone
of participating students are switched off by default during online lessons to prevent unnecessaryaudio
and visual recordingsof' students. Tokeep alesson interactive, students can ask questions viaa chat
function, for example. This is a good example of data protection by configuring standard settings (privacy
by default). Draftingpolicy rules (no recordings of students as the default option) can help in this regard.

“The settings were configured preventively wherever possible in order to guarantee the best
possible protection of personal data. These settings cannot be changed by individual users in
ways that negatively affect their privacy orthe privacy of other participants.”

One of'the surveyed educational institutionsadvises teachers to give asynchronous lessons. That means
that the students do not watch thedigital lesson live while it is being recorded, but can instead view the
video afterwards. Educational institutions could consider thisform of online teaching when interaction is
not necessary and/or could also take place after thelesson.

Ifthe educational institution adopts the position that making and storingvisual recordings of students is
necessary in order towatch a lecture again later, or for other purposes, the educational institution is
responsible for explainingto the data subject why saving the recording is necessary for this purpose.In
this context, teachers are advised to indicatewhen they are aboutto start the recording.

Do not make audio and visual recordings of students if it is not necessary for providing digital lessons. If it is
necessary to save video footage, make sure that the reason for doing so is documented and that the
individuals involved (the data subjects) are informed. Configure the standard settings of the online voice and
video calling application in such away that the processing of personal data is minimised.

Recommendation: Takeinto account alternative possibilities for interaction, e.g. the chat function of a voice
and/or video calling application or the digital learning environment of the educationalinstitutions. By drafting
clear guidelines, it is possible to prevent video footage being handled in different ways within the same
educational institution.

Remote testing

Although it will not be considered necessary in many situationsto show students on screenwhile
recording digital (theory) lessons in secondary vocational education, higher professional educationand
university education, a different conclusion maybe reached ifvideo recordings are to be used for
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administering practical assignments or oral examinations, or the contextof online invigilation. Reasons
mentioned by educational institutions for storing video recordings include assessment and, in the case of
online proctoring, analysis of the images, and ongoing fraud investigations.

The DPA notes thateducational institutionsuse different retention periods for storing video footage for
the aforementioned purposes. Several of the surveyed educational institutions seem to base themon the
storage periods offered by the supplier of the digital application, especially in the context of online
proctoring. The DPA notes that video footage must onlybe stored for as long as is necessaryfor the
purpose for which the personal datais processed. Forinstance, if online proctoringis only used for the
purpose of fraud prevention and toverify the student’s identity, and thereis no evidence that the student
committed fraud duringthe examination, thenthevideo recordings should be deleted after the ID check.
In addition, it will probably not be necessary to store a recording of a digital oral examination if it would
normally (in an offline setting) not be necessary to record an oral examination. The storage periods offered
by the supplier should not be the guiding principle used to determine the retention periods.

Ifateacher orexaminer concludes based on theinstructionsand guidelinesofthe educational institution
thatitis necessarytosavearecording, itisimportant for the video recording to be storedin a secure
environment. Only staff members of the educational institution who are authorised to do so may access
the recordings.

"Authorisation profiles have been used to limit the group of people (invigilators and test
experts) who may view recordings. Moreover, invigilators must carry out their assessment
activities on a secure computer of [educational institution X] (on campus) for reasons of
technical security.”

One of'the surveyed educational institutionsinstructed teachers, in a teacher guide, to record an oral
examinationusingtheaudio recording function on their personal mobile telephoneifthey donot want to
use the recordingfunction provided in thevoice and/or video callingapplication. Thismethod does not
give the educational institution any control over security or deletion of the audio recording, and the DPA
accordingly advises againstthis practice.

The documentation received shows thatvarious different persons within the educational institutions are
tasked with promptly deleting stored recordings. Sometimes it is the teacher, while in other casesa central
departmentis responsible for doing so, or the videos are deleted automatically.It is advisableto opt fora
method thatoffers reasonable certainty that the recordingswill not accidentally be stored forlonger than
intended. Automation may offer effective support here (e.g. automatic deletion, reminders, etc.).

If video recordings of students (in the context of a digital test for example) are stored temporarily, the
educational institution is responsible for ensuring that the videos are saved securely.

Recommendation: Instruct teachersand examiners to store imagesonlyina secure environment and ensure
that the recordings are not stored for longer than necessary. Explore whether automation can play a
supporting role in this regard.

322 Assessment frameworkforalternative testing
As stated previouslyin thereport, allthe surveyed educational institutionsthat use online proct oring
indicate that they onlyuse that methodifno alternative form of testing is possible. Based on the
information received, it is not clear tothe DPA how each educational institutionarrived atthis conclusion
and whoultimately decides touse online proctoring for a specific test.
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Several of the surveyed educational institutionsindicate that they encourage teachers to thinkabout
alternative test formats and measuresto limit fraud. These educationalinstitutions donot (yet) have
institution-wideguidelines thataddress the question of the circumstancesin which a specific test format
canbe used. It would appear that the final decision at these educationalinstitutions rests with the teacher.
Othereducational institutions indicate that the assessmentofwhether online proctoringisusedina
specific situation is madeby or should be approved by other people and bodies, such as theteaching
director and/or the examination committee.

As part ofits duty to provideaccountability, it is important thatthe educational institution can provide
information about how it decided whether to use online proctoring. An important question that mustbe
answered hereis whetheritis possible to arriveat a reliable assessment of students’ knowledge and/or
skills using other, less intrusive measures than online proctoring or alternative testformats.

"A decision is made based on an evaluation of appropriate alternatives, the size of the group,
the nature of the test format, proper and timely communication to students, and feasibility
(support). The assessment is documented, so it can be shown for each test which
considerations played a role in the use of online proctoring.”

The following questions areamongthoseused by the surveyed educational institutions to determine
which solution or alternative test formatwould be suitable for administeringa testor examination
remotely:

- Canthe testbe administered in its currentform without supervision?

- Canthe group of students take the testin small groups at different times?

- Canthe competencies that are assessed by this testalso be assessed by employingother test

formats, such as an individual or group assignmentor an oral test?
- Canthetestbe postponed?

Clearguidelinesin which these and other relevant questions are explored can prevent teachersand
examiners from making different assessmentsand arrivingat different conclusions regarding the possible
use of fraud prevention measures. For that reason, the DPA advises educational institutions to clearly
document this assessment framework on paper. By doing so, the educational institution can complywith
the requirementfor demonstrable GDPR compliance.

In ordertohelp teachers, examiners, examination committees and other relevant staff to explore
alternative test formats, several educational institutions have provided a schematic overview that sets out
the conditions for various test formats. The questions listed above and others could be answered using a
decision tree. The answers to these questions will lead to a recommendation on what form of testing to
use.

Recommendation: Ensureclear, institution-wide guidelines that instruct and support teachers and examiners
toalways first consider the options that least infringe students’ personal data protection rights when
administering a remote test or examination. Document the assessment that is made if the educational
institution decides that online proctoring will be used for aspecific test or examination.

Remote identification
One method thatdiffers markedly among the surveyed educational institutions that administer tests
remotely usingvideo applications or online proctoring is how students verify theiridentity. In practice,
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this is often done by having the studentshow identifying data.® The DPA has reviewed various
instructions. Forinstance, some studentsare asked to state their name and student ID number before
taking the test, while other students are asked to show a student ID card (or university ID or campus card)
or identity documenton screen.

The surveyed educational institutions indicate thatverifyingstudent identityis necessaryin order to
prevent fraud. During a testor examination on location, thisis done by having the student showthe
invigilator a student ID oridentity document. Duringthis check, no recordingor copy is made of the ID
card presented foridentification purposes. During a test or examination administered remotely using
video surveillance, it is not possible to show a student ID oridentity documentwithout making a copy
(videorecording).Forthat reason, it is importantthat educational institutions ask themselves how they
can minimise theinfringement of a student’sright to protection of personal dataas muchas possible.

A student ID does not have asmuch (sensitive) dataon it, compared to an identity document issued by the
government. The DPA found that some of the surveyed educational institutions therefore instruct students
that they should preferably show their student ID card foridentification purposes.

"For privacy reasons, you are urged to present your campus card.”

These educationalinstitutions indicate thatwhen it is not possible to show a student ID, for example
because the student haslostitandhasnotyet received a new card, the studentcan usean identity
document foridentification purposes. The DPA emphasisesthat, when thereis no other option toverify a
student’s identity, an educational institution may only ask the student to show a identity document with
some data concealed. Makinga copy (video recording) of a fully exposed identity document is only
permittedifa datacontroller will be processingthat copy forlegally established purposes. It is therefore
alsoimportant that the educational institution inform students that they should coverup all data thatis
not absolutely necessary when displaying the identity document. In any case, the citizen service number
(BSN) should be concealed.

“If you do not have a campus card, you may use an official identity document. If you do so,
cover up your citizen service number.”

Not all of the surveyed educational institutions provide clear instructions astohow a student should
provide proofofidentity, what datais necessaryfor that proof, and what datashould be concealed wh en
showing anID card. Clear guidelinesfor students and teaching staffcan prevent the unlawful processing of
sensitive data.

Evenifthe educational institution can state whyit is necessary to showidentity documents (with data
partially concealed), and no more personal datais processed than necessary toverify studentidentity,
recordings must be properly secured and deleted in a timely manner.

Recommendation: Make clearagreements with examiners and invigilators regarding how students provide
proof of identity during digital tests. Translate these agreementsinto clear instructions forstudents. It is not
permitted to have a student present their identity document with all the data visible.

6 There are alternatives that could be used, such as unique login details for students, including two-factor authentication (e.g.a code
sent by SMS text message), but it is important that the method of identification is always appropriate to the purpose for which it is
beingused. The purpose of the investigation was not to determine which methodsare or are not 'GDPR-compliant’. In each case, that
is up to the educational institution to determine.
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3.3 Providing information to the data subjects
The GDPR stipulates thatdata subjects have a right to clear information about the processing of their
personal data.In the course of theinvestigation, the DPA asked the educational institutions about how
data subjects are notified. In this section, the DPA shares its findingson how the duty to inform is fulfilled
by the surveyed educationalinstitutions.

3.31 Transparency
Before personal datais processed, the data subjects must receive clear information about how their
personal datawill be processed. In the contextof this dutyto inform, the educational institution must
provide informationabout, forinstance, the personal data that will be processed, the specific purpose for
which the datawill be processed, the legal basis for that processing, and whether the personal data will be
shared with third parties. This appliesto online voiceand video calls as well as online proctoring, and the
various purposes for which theseare used.

Besides the content of theinformation, attention should also be paid to the format in whichthe
information is provided. Students (especially under 18 years old) cannot be expected tounderstand
complicatedlegal jargon or toread long privacy statements. Educational institutions should therefore
provide the informationin an accessible manner.

The DPA has observed that mostofthe surveyed educational institutions provide information about the
processing of personal datafor the purpose of remote educationin multiple and accessible ways. Examples
of ways in which information is provided to studentsinclude news items, FAQ overviews, mailings, and
verbal explanations by teachers before digital lessons or tests.

"Students receive the user guide and the privacy statement a few days before the proctored
examination so they are informed about the privacy aspects.”

To share the information withstudents in a clear and appealing way, several of the surveyed educational
institutions have designed creativeways of presenting a privacy statement or conveying information in
some otherway. Forinstance, thereare variouseducational institutions thathave set up separate websites
where studentsand teachers can find informationabout the processingof their personaldata, as wellas
practical instructionsand users guides for proper use of digital applications. Oneofthe surveyed
educational institutionshas converted theinformation for students into a clear infographic which uses
smallicons to showat a glance which personal datais processed.

"Besides practical tips about secure working practices and privacy, the student can also find
the code of conduct for remote teaching here [specific page about home education].”

Some educational institutionsinstruct teachersto actively notify students abouthow personal data is
handled prior toa digitallesson or test. This could include announcing beforehand thatvideo recordings
will be made and stating howlong the videos will be stored. One of the surveyed educationalinstitutions
has designed a template for thefirst slide of a presentation thatthe teacher can useto notify students.

The DPA notes that, although mostofthe educational institutionsdo devote attention to providing
information to students, several educationalinstitutions still need to take steps in thatdirection. Not all of
the educational institutionsthatuse online proctoring based on automated reviewing appear to provide
information about how fraud detectiontakes place. This form of proctoring often involves a form of
profiling within the meaning of the GDPR, in which the student’s behaviour is monitored usingautomated
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methodsin order to determine whether the student is displaying atypical and/or potentially fraudulent
behaviour, which the educational institution will then evaluate. The educational institution must clearly
communicate to the data subject that the processing is for the purpose of both (a) profiling and (b)
decision-makingbased on the profile, even ifhumaninterventiondoes take place.” In thatcontext,itisa
good practice toalso share information about the underlying logic for doing so,among other aspects.® It is
not necessary for that purpose to provideall theinformation abouthow the algorithm works, not least
because doing so could potentiallyundermine the effectiveness of the software, but the information should
clearly convey howthe decision is made.®For that reason, some explanation of the general behaviour
monitored by the software is advisable. A number of the educational institutionshave done so.

Itis notable that some of the surveyed educational institutions do provide a great deal of information on
data processingfor online proctoring, butdo not alwaysdo the same for online voiceand video calls. For
instance, some universities have an extensive privacy statement aboutonline proctoring, but donot havea
similar document regarding onlinevoice and video calls. It is also important to provide transparency to
data subjects aboutthe processing of their personal datawith regard to onlinevoice and video calls,
especiallyifthe calls are being recorded.

Some of the educational institutions indicated that they have noticed a need for more information on this
topicand that theywill be addressing the matter.

Recommendation: Actively inform studentsabout personal data processing prior to a digital lesson or test.
Offer the informationinan accessible and comprehensible way that is appropriate for the target audience.
This couldinclude preparing Q&As, infographics, etc.

33.2  Minimising infringement
Although educationalinstitutions can and should do a greatdeal to safeguard protection of personal data,
they are unableto influence every aspect of data processing. To some extent, students and teachers have
aninfluence on thedata they share during a digital lesson or test, although they maynot immediatelybe
aware of that fact. For that reason, the DPA asked the educational institutionsabout the extent to which
studentsand teachers are advised by the educationalinstitution to minimise infringement of their right to
protection of personal data.

The documents provided show that many educational institutions do highlight this aspect in
communications with students, especially in situationswhere recordings will be made (e.g. when
recording digitallessonsor during proctored examinations). Where possibleand pe rmitted, studentsare
asked toturn offtheir camera and microphoneiftheydo not want tobe recorded. If students are shown on
screen, the educational institutions advise, among other aspects, that students should:

- avoid displayingon screen any sensitive matters related to religion, political preference, sexuality,
health, etc., as well asinformation by which they could be personallyidentified thatcould be
misused (e.g.financial documents);

- askotherhousehold members not to enter the room;

- dressappropriately;

"Guidelines on automated individual decision-makingand profiling for the purposes of Regulation (EU) 2016/679, p.19.

81bid., p.30: " /fthe automated decision-makingand profiling does not meet the Article 22(1) definition it is nevertheless good practice
to provide the above information. In any event the controller must provide sufficient information to the data subject to make the
processing fair, and meet all the other information requirements of Articles 13 and 14."

? Ibid, p. 30.
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- inthe context of online proctoring, close any programsthatare not necessary for takingthe
examinationand be aware that when a document has tobe uploaded, any other files thatare saved
inthe same folderwill also be visible on the screen.

"When a user’s private space is filmed, [educational institution] advises removing personal
items from the room or taking them into account in determining the camera angle.”

Evenifimages ofa student arenot being recorded and stored, it is important to highlightthese measures
tostudents. These situations stillinvolve the processing of personal data. Besidesinstructionstolimit
infringementsof personal privacy, many of the surveyed educational institutions also instruct students not
tomake their own recordings of online lessons.

The way in which these aspects are highlighted varies. In some cases, teachers areinstructed by the
educational institution to inform the students about these topics beforehand. In online proctoring, these
aspects are oftenincluded in general instructions that are sentto students beforehand so they canprepare
for the examination. These aspects are also highlighted in Q&Asand other messages (including digital
messaging).

Although the DPAnotes thatthefocusis on instructing students, several of the surveyed educational
institutions also address teachers in their guidelines and instructions. Teachers will also benefit from
giving digitallessons in a neutral environment. For that reason, one ofthe institutions hasappointed
special coachesthat actively advise teacherson their options for minimising infringements of their privacy
during online video calls.

Recommendation: Advise teachersand students to provide a neutral environment in which personal items
are kept out of view while they are being filmed during adigital lesson or proctored test. Instruct students to
turn off their cameraand microphone if these functionalities are not necessary while attending a digital
lesson.

333 Rights of data subjects
Although it was not explicitly addressed in the questions asked, the DPAwas also able to form an
impression over the course of theinvestigation ofhow the data subjects — primarily students — can
exercise their rights. Particularly in the context of online proctoring, the surveyed educational institutions
thatuse online proctoring devote attention to the right to object to processing. Therightto object within
the meaningofthe GDPR meansthatthedata subject hastherightto object tothe processing of their
personal datafor “on grounds relatingto his orher particular situation”. That right can onlybe invoked if
the legal basis for the processing concernseither the performance of a task carried outin the public
interest orin the exercise of official authority (Article 6 (1) (e)) orlegitimate interests (Article 6 (1) (f)).Ifa
student objects, the educational institution must cease the data processing operation, unless the
educational institution can demonstrate compelling legitimate groundsfor the processing which override
the data subject's interests or fundamental rights and fundamental freedoms. Thisrequires the educational
institution toweigh the interestsofthe studentagainst those of the educational institution.” Under the
GDPR, the right to object must be explicitlybroughtto the attention of the student and presented clearly
and separately from other information.

“If the student persists in the objection, despite the additional information, the DPO refers
them to the option of applying to the examination committee for an alternative test format.

”

°Guidelines on automated individual decision-makingand profiling for the purposes of Regulation (EU) 2016/679, p. 22.
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Not all educational institutionsoffer alternative test formatsto students that object to online proctoring,
evenifthe objection is accepted. Nearlyall educational institutions indicate that filing an objection means
that the studentcan only take the test atthe next possible opportunity. Depending on howthe situation
develops regarding COVID-19 measures, there is a chance thatthe nextpossible opportunity will also
involve online proctoring, accordingto several educationalinstitutions. Moreover, ifthe nextpossible
opportunity to takethetestisnot until laterin theyear, or even in thefollowing academic year, it is also
possible thatitwill lead to delays in the student’s progress. The DPA emphasisesthatifthe student’s
interests are more compelling, and the student successfully exercisestheir right to object, the educational
institution must offer a testformat thatsufficiently addresses the objections (regarding privacy or other
concerns). The most appropriate solution will depend on the objections thatare raised. For example, it
could be an option to offer an alternative test formatwithoutonline proctoring, or to offer the testata
differentlocation, ifthis is feasible.

Recommendation: Informstudents of their right to objectto personal data processing. If astudent objects to
online proctoring and the educational institution cannot demonstrate that the interests of the institution
outweigh those of the students, the educational institution must offer asuitable alternative that sufficiently
addresses the privacy concerns. This alternative should not entail any adverse consequences suchas a
disproportionate delay to a student's progress.

Besides the right to object and therightto be informed asdiscussed previously in thereport, the GDPR
alsogives datasubjects the right of access, the right to be forgotten (erasure), and therightto rectification
and supplementation of personal data. The educational institution mustensure thatan appropriate
response can be givenwhen students and teachers invoke these rights.
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Annexe 1 — Questionnaire

1. A) Which digital tools doyou use, or doyou planto use, to facilitate remote educationby meansof online
voice and video calls and online proctoring?

B) To what extent hasthe protection of personal dataplayed a role in selecting these digital tools?

2. A)Have frameworks or guidelinesbeen drafted for protection of personal data in the delivery of remote
education using onlinevoice and video calls and online proctoring?
Examplesinclude:
- instructionstoteachersregardingtheuse of specific digital tools;
- guidelines or assessment frameworks to supportthe choice of alternative test formats tolimit the
use of online proctoring.
Ifthese frameworks or guidelines exist, please enclose them.

B) Which partieswithin your educational institution are or were involved in drawing up these frameworks
or guidelines aboutonline voiceand video callsand online proctoring?

C) How has the dataprotection officer (DPO) been involved in setting policies for and organising the use
of online voice and video calls and online proctoring to deliver remote education?

3. A) How are students and teachersinformed about the wayin which their personal data is processed for the
purpose of online voice and video calls and online proctoring? Can youenclose an example?

B) Are students and teachers advised on how they can minimise infringementsof their privacy during
online voice and video callsand online proctoring? If so, how?
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About the Dutch Data Protection Authority
Everyoneis entitled to have their personal data handled responsibly. The Dutch Data Protection Authority supervises compliance with laws
that regulate the use of personal data and provides advice on new laws and regulations.



