
 

 

 

  

 

 

 

 

 

 

 

 

 

 

Dutch Data Protection Authority  

 

Investigation into the combining of personal data  

by Google 

 

Report of Definitive Findings  

 

November 2013 

z2013-00194 

 

PUBLIC VERSION  

No rights can be derived from this informal English translation  

 

POSTADRES Postbus 93374, 2509 AJ Den Haag BEZOEKADRES Juliana van Stolberglaan 4-10 

TEL 070 - 88 88 500 FAX 070 - 88 88 501 INTERNET www.cbpweb.nl  www.mijnprivacy.nl 

 



11 november 2013  

No r ights can be derived from this informal English translation    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



11 november 2013  

No r ights can be derived from this informal English translation    

 

The Dutch Data Protection Authority (Dutch DPA) [College bescherming 

persoonsgegevens] has launched an investigation into the combining of personal data 

by Google since the introduction of its new privacy policy on 1 March 2012.  

Google was founded on 4 September 1998 and has its head office in California, USA. 

(ÛÚɯÚÛÈÛÌËɯÔÐÚÚÐÖÕɯÐÚȯɯȿÛÖɯÖÙÎÈÕÐáÌɯÈÓÓɯÛÏÌɯÞÖÙÓËɀÚɯinformation and make it universally 

ÈÊÊÌÚÚÐÉÓÌɯÈÕËɯÜÚÌÍÜÓɀȭ For this purpose Google not only offers an internet search engine 

ȹÏÌÙÌÐÕÈÍÛÌÙɯÊÈÓÓÌËɯȿ2ÌÈÙÊÏɀȺȮɯÉÜÛɯÐÛɯÈÓÚÖɯ×ÙÖÝÐËÌÚɯÈɯÓÈÙÎÌɯ×ÖÙÛÍÖÓÐÖɯÖÍɯÖÕÓÐÕÌɯÚÌÙÝÐÊÌÚɯ

ranging from webmail (Gmail), selling onl ine advertising (DoubleClick) and online 

maps (Maps) to a video service (YouTube) and a browser (Chrome).  

 

Virtually all the services Google provides are free to the end-ÜÚÌÙȭɯ&ÖÖÎÓÌɀÚɯÉÜÚÐÕÌÚÚɯ

model is based on advertising revenues. Google reaches almost every person in the 

Netherlands with internet access via its services. Search has a usage share of more 

than 90% in the Netherlands. Google also uses cookies and scripts to read information 

ÍÙÖÔɯÜÚÌÙÚɀɯËÌÝÐÊÌÚȭɯ,ÖÙÌɯÛÏÈÕɯƖƔǔɯÖÍɯÛÏÌɯÔÖÚÛɯÝÐÚÐÛÌËɯÞÌÉÚÐÛÌÚɯÐn the Netherlands 

contain DoubleClick advertisements and more than 65% contain Analytics code. 

5ÐÚÐÛÖÙÚɯÛÖɯÛÏÌÚÌɯÞÌÉÚÐÛÌÚɯÛÏÌÙÌÍÖÙÌɯÌÕÊÖÜÕÛÌÙɯÖÕÌɯÖÙɯÔÖÙÌɯ&ÖÖÎÓÌɯÊÖÖÒÐÌÚȭɯ&ÖÖÎÓÌɀÚɯ

mobile operating system, Android, had a 69% usage share in the Netherlands at the 

end of the third quarter of 2013. 

 

&ÖÖÎÓÌɀÚɯÕÌÞɯ×ÙÐÝÈÊàɯ×ÖÓÐÊàȮɯÞÏÐÊÏɯÞÈÚɯÐÕÛÙÖËÜÊÌËɯÖÕɯƕɯ,ÈÙÊÏɯƖƔƕƖȮɯÚÛÈÛÌÚɯÛÏÈÛɯ

Google can combine data from all its services with data from other Google services 

(including cookies which it sets and reads via  third -party websites). This report 

investigates four purposes for which Google combines data: the personalisation of 

requested services, product development, display of personalised ads, and website 

analytics. 

 

The Dutch DPA distinguishes between three ty pes of users: authenticated users 

(signed in with a Google account), unauthenticated users (people using services such 

as Search without a Google account), and passive users (people who visit third party 

websites with Google cookies). 

 

The Wet bescherming persoonsgegevens (Wbp) [Dutch Data Protection Act] governs the 

processing of personal data by Google Inc. Google Netherlands B.V. is the 

establishment of Google Inc. in the Netherlands in the context of whose activities the 

processing of personal data is carried out (Article 4(1) of the Wbp). 

 

Google collects and processes personal data as defined in in Article 1(a) of the Wbp 

from all three types of users. In many cases Google collects these data with the aid of 

tracking cookies. This is governed by the legal presumption contained in Article 11.7a 

of the Telecommunicatiewet (Tw) [Telecommunications A ct] that this constitutes the 

processing of personal data.  
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Because the examined ×ÜÙ×ÖÚÌɯÚ×ÌÊÐÍÐÊÈÛÐÖÕÚɯËÌÚÊÙÐÉÌËɯÐÕɯ&//ƖƔƕƖɯÈÕËɯ&ÖÖÎÓÌɀÚɯÕÌÞɯ

ÚÛÈÛÌËɯ×ÜÙ×ÖÚÌɯÖÍɯÐÛÚɯËÈÛÈɯ×ÙÖÊÌÚÚÐÕÎɯÈÊÛÐÝÐÛÐÌÚȮɯÐȭÌȭɯȿÛÏÌɯ×ÙÖÝÐÚÐÖÕɯÖÍɯÛÏÌɯ&ÖÖÎÓÌɯ

ÚÌÙÝÐÊÌɀȮɯÈÙÌɯÈÔÉÐÎÜÖus and insufficiently specific, Google does not collect the data for 

specific purposes and is therefore acting in breach of the provisions of Article 7 of the 

Wbp. Because Google has no legal ground  for processing the data for the four 

examined purposes, the personal data collected by Google from all three types of 

users are not being collected for legitimate purposes (as being examined here), with 

the result that Google is acting in breach of the provisions of Article 7 of the Wbp in 

this respect as well. 

 

Because of the lack of information on its identity as data controller  on the YouTube 

website, the fragmented and inconsistent method of providing information and the 

lack of specific information about the types of personal data and the purposes for 

which Google combines these data, Google is acting in breach of the provisions of 

Articles 33 and 34 of the Wbp. Google is acting in breach of the provisions of Article 33 

of the Wbp insofar as it receives the personal data directly from the data subjects (from 

authenticated users when they create a Google account and from unauthenticated 

users when they use Search or carry out an action such as uploading a video to the 

YouTube servers). Google is acting in breach of the provisions of Article 34 of the Wbp 

insofar as it receives the personal data by a means other than directly from users or 

data subjects (e.g. data on the use of Google services and visits to third-party websites 

via DoubleClick and Analytic cookies).  

 

Google has stated that it has a legal ground  for processing the data under Article 8, 

(opening words) and (a), (b), or (f) of the Wbp. 

 

Unambiguous consent 

With regard to the legal ground  for consent, Google often collects personal data with 

the aid of tracking cookies and thereby does not meet the consent requirement in 

Article 11.7a of the Tw and the obligation to provide users with clear and complete 

information in accordance with the Wbp. This applies to both its own websites and 

those of third parties. Google must also have a legal ground  for the examined data 

processing activities pursuant to Article 8 of the Wbp. In view of the similarities with 

Article 11.7a of the Tw, and in view of the intention of the European legislator to 

provide the same level of protection unde r both statutory standards and the overlap 

between the definitions of consent and unambiguous consent, it would seem logical to 

assume that there is a requirement for unambiguous consent for the personal data 

processing activities associated with the cookies (including the processing activities 

resulting from them).  

 

However, there is no evidence of unambiguous consent as referred to in Article 8, 

opening words, and (a) of the Wbp, since Google does not offer data subjects any 

(prior ) options to consent to or reject the examined data processing activities. 
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Insofar as Google claims that acceptance of its general terms of service and privacy 

policy amounts to consent, it is evident from the legislative history that unambiguous 

consent cannot be obtained through general terms of service. The legislative history 

ÈÓÚÖɯÛÌÓÓÚɯÜÚɯÛÏÈÛɯȿÜÕÈÔÉÐÎÜÖÜÚɀɯÔÌÈÕÚɯÛÏÈÛɯÛÏÌɯdata controller  may not assume 

consent based on the failure to act or silence on the part of the data subject. However, 

Google assumes tacit consent and offers, at most, partial opportunities to opt out.  

 

Finally, consent ɬ unambiguous or otherwise  ɬ requires the information to be specific 

and the data subject to be informed. As shown above, Google does not adequately 

inform users about the fact that it combines personal data from different services, with 

or without the aid of cookies.  

 

Necessary for the performance of the contract and legitimate interest 

Because Google in many cases uses tracking cookies for the combining of personal 

data for the four examined purposes, unambiguous consent is as a rule required for 

the associated data processing activities. Therefore, claiming a legal ground  under 

Article 8, opening words , (b) and (f) of the Wbp will not succeed for these reasons 

alone. 

 

Google has not demonstrated and this investigation has not shown that the 

investigated data processing activities relating to the combining of data about and 

from multiple  services are necessary (i.e. meet the requirements of proportionality and 

subsidiarity).  

 

With regard to claiming a legal ground  under Article 8, opening words, and (b) of the 

Wbp, there is no justification for the processing activities under investigati on in its 

relationship with the specific individual data subjects (and any agreement entered into 

with them). Passive users will in most cases not even be aware that they have or will 

encounter Google cookies when using third -party websites. The terms of service 

therefore certainly do not give rise to a contractual relationship with passive users.  

 

With regard to claiming a legal ground  under Article 8, opening words, and (f) of the 

Wbp, Google has not argued convincingly that its legitimate interest in pro cessing the 

ËÈÛÈɯÍÖÙɯÛÏÌɯÍÖÜÙɯ×ÜÙ×ÖÚÌÚɯÜÕËÌÙɯÐÕÝÌÚÛÐÎÈÛÐÖÕɯÖÜÛÞÌÐÎÏÚɯÛÏÌɯËÈÛÈɯÚÜÉÑÌÊÛɀÚɯÙÐÎÏÛɯÛÖɯ

the protection of their privacy. The combining of data by Google from and about 

multiple services and third -party websites for the purpose of displaying personalised 

ads, personalisation of services, product development and analytics constitutes a 

major intrusion into the privacy of the users involved.  

 

Some of these data are of a sensitive nature, such as payment information, location 

data and information on su rfing behaviour across multiple websites. What is more, 

Google offers highly diverse services which serve entirely different purposes from the 

point of view of users (browsing, email, viewing videos, consulting maps).  

 

  



11 november 2013  

No r ights can be derived from this informal English translation    

 

Because of the nature of the data, the diversity of the services, the lack of adequate and 

specific information and the lack of effective opt -ÖÜÛÚȮɯ&ÖÖÎÓÌɀÚɯÓÌÎÐÛÐÔÈÛÌɯÐÕÛÌÙÌÚÛɯ

ËÖÌÚɯÕÖÛɯÖÜÛÞÌÐÎÏɯÛÏÌɯËÈÛÈɯÚÜÉÑÌÊÛɀÚɯÙÐÎÏÛɯÛÖɯ×ÙÖÛÌÊÛÐÖÕɯÖÍɯÛÏÌÐÙɯ×ÌÙÚÖÕÈÓɯËÈÛÈɯÈÕËɯ

privacy (this applies to all three types of users).  

 

The considerable usage share the various Google services have in the Netherlands also 

plays a role in assessing the impact of the data processing activities on the data 

ÚÜÉÑÌÊÛÚɀɯ×ÙÐÝÈÊàȭɯ(Õɯ×ÙÈÊÛÐÊÌɯÐÛɯÐÚɯÈÓÔÖÚÛɯÐÔ×ÖÚÚÐÉÓÌɯÍÖÙɯÈɯ#utch internet user not to 

interact with Google even without opening a Google account, be it via Search, 

YouTube or Maps, or passively through third -party websites by way of DoubleClick 

and/or Analytic cookies.  

 

In addition, Google has failed to put adequa te safeguards in place to ensure that the 

combining of data is strictly limited to what is necessary in the context of the 

ÓÌÎÐÛÐÔÈÛÌɯ×ÜÙ×ÖÚÌÚɯÈÕËɯÛÏÈÛɯÛÏÌɯËÈÛÈɯÚÜÉÑÌÊÛɀÚɯÙÐÎÏÛɯÛÖɯ×ÙÖÛÌÊtion of their privacy 

prevails. 

 

Alternatively to the view that when u sing personal data obtained with the aid of 

tracking cookies Google can only claim unambiguous consent as a legal ground  for the 

resultant or associated data processing activities, the Dutch DPA concludes that 

Google cannot claim a legal ground  under Artic le 8, opening words, (b) and (f) of the 

Wbp for the four  examined forms of data processing, primarily due to the absence of 

necessity and secondarily, when invoking Article 8(f) of the Wbp, due to the absence 

of safeguards such as transparency and effective opt-outs.  

 

With regard to all three types of users, there is no legal ground  as required under 

Article 8 of the Wbp for the combining of data for the four actual purposes that have 

been examined in this report. Google does not obtain unambiguous consent for the 

examined data processing activities and has no other legal grounds under Article 8 of 

the Wbp. For this reason, by combining data from and about multiple services for the 

four examined actual purposes Google is acting in breach of Article 8 of the Wbp. 
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Pursuant to Article 60 of the Wbp, the Dutch Data Protection Authority (Dutch DPA), 

in its official capacity, initiated an investigation into the privacy policy of Google Inc. 

ȹÏÌÙÌÐÕÈÍÛÌÙɯÊÈÓÓÌËɯȿ&ÖÖÎÓÌɀȺȮɯÞÏÐÊÏɯÞÈÚɯÈÔÌÕËÌËɯÖÕɯƕɯMarch 2012. 

 

Google, which has its registered offices in California, USA, is engaged in the provision 

of a large number of globally accessible internet services, ranging from email to a 

search engine and from the provision of online advertising to a social  network. On 1 

March 2012, Google amended its global privacy policy. Instead of separate privacy 

terms and conditions for many of its services, Google is now using one overarching 

privacy policy. According to this policy, Google can combine data from many 

different services for other services. Google combines data for purposes such as 

product innovation, marketing /advertising and security.  

 

Before this new privacy policy entered into force, the French data protection authority 

(CNIL) and the chair of the Ar ticle 29 Working Party of 27 EU data protection 

authorities jointly requested Google to delay its introduction until the investigation 

into the legitimacy of its data processing activities in Europe under the new privacy 

policy had been completed. Google refused to do so, claiming (briefly summarised)  

that the new policy contained no material changes. According to Google, all its old 

product terms of service already permitted the data of logged -in users to be combined. 

 

On behalf of and at the request of the Article 29 Working Party, the CNIL initiated an 

investigation into the legitimacy of this situation under the EU Privacy Directive 

(Directive 95/46/EC). In March and May 2012 the CNIL asked Google a series of 

detailed questions and drew up a report in Oc tober 2012. In a letter dated 16 October 

the Article 29 Working Party informed Google about the conclusions of its 

investigation.  

 

In brief, the CNIL concluded that Google:  

1. is acting in breach of its obligation to provide information, especially in 

respÌÊÛɯÖÍɯȿ×ÈÚÚÐÝÌɀɯÜÚÌÙÚȰɯ 

2. has no legal ground  for the combining  of data from various services for a 

number of specific purposes; 

3. wrongly omits to state retention periods either in its privacy policy or in its 

communication with the data protection authority.  

 

During a press conference on these investigation results in Paris on 16 October 2012, 

the CNIL announced on behalf of the Article 29 Working Party that Google was being 

given three to four months to comply with the EU privacy legislation.  

 

In a letter dated 8 January 2013, Google wrote that it intended to implement some 

changes as a result of the investigation. These involved (i) informing European users 

of Google services about the use of cookies, (ii) separately listing specific types of 

personal data in its privacy policy, namely location data, credit card data, unique 

equipment identifiers, telephone data and biometric data, and (iii) a pan -European 

review by Google itself of the Google Analytics contractual terms.  



11 november 2013  

No r ights can be derived from this informal English translation    

 

 

 Ûɯ&ÖÖÎÓÌɀÚɯÌß×ÓÐÊÐÛɯÙÌØÜÌst, the Article 29 Working Party received a delegation from 

the company on 19 March 2013. In a letter dated 26 March 2013, Google stated that it 

would carry out the three proposed changes described above between 8 April and 31 

August 2013. 

 

In response to the above, the Dutch DPA initiated an investigation on the basis of its 

supervisory role.  

 

The investigation focused on the following questions:  

¶ Are certain data which Google collects and processes personal data as defined in 

Article 1, opening words, and (a) of the Wbp? 

¶ Does the new privacy policy, in combination with additional information, 

provide data subjects with the information referred to in Articles 33 and 34 of 

the Wbp?  

¶ Does Google have a legal ground  for combining (processing) data from differen t 

services as referred to in Article 8 of the Wbp?  

¶ Are the purposes for which Google processes data (in the context of the 

combining of data) legitimate and specific as referred to in Article 7 of the 

Wbp? This relates in particular to the following purpo ses: 

1. the provision of services to passive users 

2. product development  

3. advertising purposes 

4. analytical purposes 

¶ Are the personal data that Google collects and processes for the 

aforementioned combination purposes relevant and not excessive, as referred 

to in Article 11 of the Wbp? 

 

The investigation therefore focuses on an assessment of compliance with  Article 7 

(explicitly defined, specific and legitimate purposes), Article 8 ( legal ground  for the 

data processing: unambiguous consent, performance of a contract or legitimate 

interest) in combination with Article 11.7 a of the Tw, Article 11 (relevant and not 

excessive), Articles 33 and 34 (obligation to provide information) and 6 of the Wbp 

(data processing carried out in a fair  and careful manner). 

 

 

On 24 January 2012, Google announced via a notice on its blog that it intended to 

amend its privacy policy. 1 In a letter dated 2 February 2012, the Article 29 Working 

Party announced that it wanted to analyse the new privacy  policy and asked Google 

to delay its introduction. In a letter dated 3 February 2012, Google refused the request, 

stating its reasons. On 27 February 2012, the French data protection authority, CNIL, 

on behalf of the Article 29 Working Party, once again asked Google to delay the 
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introduction of the amended version until the investigation was completed. Google 

also rejected this request in a letter dated 28 February 2012. 

 

Then in a letter dated 16 March 2012, the CNIL, on behalf of the Article 29 Working 

Party, asked Google a series of detailed questions about the changes in its privacy 

policy. In the letter Google was asked to reply by no later than 5 April 2012.  

 

Google answered the first 24 questions in a letter dated 5 April and the remaining 

questions in a letter dated 20 April 2012. In a letter dated 22 May 2012, the CNIL asked 

for more specific answers to some of the questions and rephrased some of the 

questions. Google was asked to reply by no later than 8 June 2012. Google replied by 

letter dated 21 June 2012, in which it repeated some of its earlier answers. 

 

In a letter dated 16 October 2012, the Article 29 Working Party informed Google about 

the conclusions of the investigation along with an annex containing the main results of 

the CNIL investigat ion.2 

 

Google itself made the correspondence with the CNIL  public , including the report 

referred to above.3  

 

Google responded to the CNIL report by letter dated 8 January 2013. 

 

 Ûɯ&ÖÖÎÓÌɀÚɯÌß×ÓÐÊÐÛɯÙÌØÜÌÚÛȮɯÈɯËÌÓÌÎÈÛÐÖÕɯÖÍɯÛÏÌɯ ÙÛÐÊÓÌɯƖƝɯ6ÖÙÒÐÕÎɯ/ÈÙÛàɯreceived a 

delegation from the company on 19 March 2013.4 The Article 29 Working Party 

delegation consisted of representatives of the Dutch DPA, the CNIL and the UK, 

Hamburg, Italian and Spanish data protection authorities (hereinafter called the 

Taskforce). 

 

Google provided additional information in a letter dated 26 March 2013.  

 

In a letter dated 2 April 2013, the Dutch DPA announced to Google that it intended to 

initiate an  ex officio investigation . The same day the other members of the Taskforce 

also announced their own investigations under their national laws. In a letter dated 8 

April 2013, the Dutch DPA promised each of the members of the Taskforce that it 

ÞÖÜÓËɯÊÖÖ×ÌÙÈÛÌɯÐÕɯÌßÊÏÈÕÎÐÕÎɯÐÕÍÖÙÔÈÛÐÖÕȮɯÉÖÛÏɯÐÕɯÙÌÚ×ÌÊÛɯÖÍɯÛÏÌɯ#ÜÛÊÏɯ#/ ɀÚɯÖÞÕɯ

findings and information obtained from Google, in accordance with Article 28(6) of 

the Privacy Directive. In the letters it was emphasised that all data must be treated as 

confidential. In letters dated 29 March, 12 April, 22 April, 2 and 4 April 2013, the 

CNIL ,the UK, Hamburg, Italian and Spanish data protection authorities respectively 
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promised that they would cooperate in the exchange of information with the Dutch 

DPA. 

 

In a letter dated 9 April 2013, Google acknowledged receipt of the correspondence 

with the various  data protection authorities. The CNIL responded to this on behalf of 

the Taskforce by letter dated 17 April 2013. 

 

!àɯÓÌÛÛÌÙɯËÈÛÌËɯƖƗɯ ×ÙÐÓɯƖƕƗȮɯ&ÖÖÎÓÌɯÙÌ×ÓÐÌËɯÛÖɯÛÏÌɯ#ÜÛÊÏɯ#/ ɀÚɯÓÌÛÛÌÙɯËÈÛÌËɯƖɯ ×ÙÐÓɯ

2013. 

 

The Dutch DPA discussed the explanation of the provisions of Article 11.7a of the Tw 

in the context of the Dutch DPA -OPTA cooperation protocol of 12 July 2005 with the 

ACM. 5 The ACM agreed with this on 19 July 2013. 

 

The Dutch DPA finalised the Report o f Preliminary Findings on 25 July 2013. In a 

letter dated 25 July 2013, the Dutch DPA gave Google Netherlands BV (hereinafter 

called Google Netherlands) the opportunity to put forward its written view on the 

Report of Preliminary Findings. In a letter dated  2 August 2013, Google Netherlands 

asked the Dutch DPA to postpone the deadline for submitting its response by four 

weeks until 25 September 2013. In a letter dated 6 August 2013, the Dutch DPA 

granted Google Netherlands a postponement until the end of bus iness day on 19 

September 2013. Google Netherlands submitted its written view on 19 September 

2013. 

 

On 25 September 2013, the Dutch DPA contacted the lawyer acting for both Google 

and Google Netherlands by telephone. 

 

In a letter dated 26 September 2013, the Dutch DPA sent Google Inc. an explanation of 

an error in the Report of Preliminary Findings which stated Google Netherlands as the 

establishment was responsible for the data processing activities, and also sent Google 

Inc. a copy of the report. Google Inc. was invited to put forward a supplementary 

written view within two weeks. Google Inc. responded by letter dated 10 October 2013 

ÚÛÈÛÐÕÎɯÛÏÈÛɯÐÛɯÏÈËɯÕÖÛÏÐÕÎɯÍÜÙÛÏÌÙɯÛÖɯÈËËɯÛÖɯ&ÖÖÎÓÌɯ-ÌÛÏÌÙÓÈÕËÚɀɯÞÙÐÛÛÌÕɯÝÐÌÞȭ 

 

The Dutch DPA again discussed the explanation of the provisions of Article 11.7a of 

the Tw in the Report of Definitive Findings with the ACM. The ACM agreed with it on 

7 November 2013. 

The Dutch DPA finalised the Report o f Definitive Findings on 12 November 2013. 

 

Where the Dutch DPA used the investigations by the CNIL and the UK, Hamburg, 

Italian and Spanish data protection authorities for the purpose of ascertaining facts, it 

verified the accuracy of the information itself. The investigation results and sources 
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used are documented in the footnotes to this report and have therefore also been made 

transparent and accessible for Google. 

 

In its written view of 19 September 2013 on ÛÏÌɯ#ÜÛÊÏɯ#/ ɀÚɯ1Ì×ÖÙÛɯÖf Preliminary 

%ÐÕËÐÕÎÚȮɯÈÚɯÚÜ××ÓÌÔÌÕÛÌËɯÖÕɯƕƔɯ.ÊÛÖÉÌÙɯƖƔƕƗɯȹÏÌÙÌÐÕÈÍÛÌÙɯÑÖÐÕÛÓàɯÊÈÓÓÌËɯÛÏÌɯȿÞÙÐÛÛÌÕɯ

ÝÐÌÞɀȺȮɯ&ÖÖÎÓÌɯËÐÚ×ÜÛÌÚɯÛÏÈÛɯÐÛɯÏÈÚɯÊÖÕÛÙÈÝÌÕÌËɯÛÏÌɯ6É×ɯÍÖÙɯÛÏÌɯÙÌÈÚÖÕÚɯÚÜÔÔÈÙÐÚÌËɯ

below. 

First and foremost, the Wbp is not applicable to a large extent because Google does 

not process personal data of passive and unauthenticated users. Google states that it 

has refuted the legal presumption set out in Article 11.7a of the Tw in respect of 

tracking cookies. Google has no access to actual resources with which to directly or 

indirectly identify unauthenticated and passive users. The data from these two groups 

therefore do not constitute personal data. 

Google argues that the Dutch DPA incorrectly identifies Google Netherlands as the 

controller of the data processing activities. The data controller  is Google Inc. Google 

Netherlands does not supply services to which the privacy policy applies, users enter 

into an agreement with Google Inc., and Google Netherlands neither sets nor reads 

cookies. Furthermore, Google Netherlands is not the national representative of Google 

Inc. 

 

Google does not agree with the identification by the Dutch DPA of the four examined 

purposes of the data processing activities. The purpose for which Google processes 

these data is to provide one integrated service. According to Google, the new privacy 

policy and all the other information that Google provides contain sufficient details and 

sufficiently specific information about the way in which Google processes the data.  

The policy is aimed at a very wide group of users and is not unnecessarily 

complicated or written in legal language. The fact that Google often uses words such 

ÈÚɯȿÔÈàɀɯÐÚɯÜÕÈÝÖÐËÈÉÓÌɯÉÌÊÈÜÚÌɯÛÏÌɯÈÊÛÜÈÓɯ×ÙÖÊÌÚÚÐÕÎɯËÌ×ÌÕËÚɯÖÕɯÚÌÝÌÙÈÓɯÍÈÊÛÖÙÚȮɯÚÜÊÏɯ

as whether the user uses a particular Google service. A privacy policy does not need to 

spell out what a data controller  is not going to do and does not need to go into details 

about future data processing operations. In this regard Google cites the opinion of the 

Article 29 Working Party on purpose limitation.  

 

With regard to cookies, Google takes the view that it is acting in accordance with the 

law on its own websites, for example by displaying an information bar. Google 

furthermore claims that the website owners who allow Google cookies to be placed 

and read are responsible for informing their visitors and obtaining their consent. For 

this purpose Google has entered into contractual arrangements with these website 

owners. The Analytics cookies are not tracking cookies because a different identifier is 

ÜÚÌËɯÍÖÙɯÌÈÊÏɯÞÌÉÚÐÛÌȭɯ6ÐÛÏɯÙÌÎÈÙËɯÛÖɯÛÏÌɯǶƕɯÊÖÖÒÐÌÚȮɯÛÏÌÚÌɯÈÙÌɯÕÖÛɯÜÚÌËɯÛÖɯ×ÓÖÛɯÜÚÌÙÚɀɯ

surfing behaviour. With regard to DoubleClick cookies, Google informs visitors about 

these via the info button in the advertisements displayed. 

 

Google may appeal to several legal grounds in Article 8 of the Wbp. In many cases 

that will be  consent, Google writes. Authenticated users consent by accepting the 
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terms of service and the privacy policy, and unauthenticated users consent by 

continuing to use the website. Google obtains consent for the use of cookies on its own 

websites and through the information and consent mechanisms of partners websites. 

With regard to users of its services, Google also believes that it can appeal to the 

necessity of processing data for the performance of the contract. In addition, Google 

can in many cases appeal to the fact that the processing activities are necessary in 

order to uphold its legitimate interests. In those cases, the interests and the 

fundamental rights and freedoms of data subjects do not prevail over the interests of 

Google because Google offers tools with which users can exercise their rights and 

because Google offers users detailed information. Under the Wbp it is not necessary to 

offer a general right to object to the combining of data. 

 

The purpose for which Google processes the data (to provide the Google service) is 

not inadequately specified. Because Google has one or more legal grounds for its data 

processing activities, Google does in fact process the data for a legitimate purpose. 

 

Finally, Google disputes the view that the combining of data amounts to excessive 

data processing. Google processes the information in order to be able to provide its 

online service to users. The Dutch DPA wrongly assumes that if the privacy policy 

does not explicitly exclude something, Google will or may do that in the future.  

 

3ÏÌɯÊÖÕÛÌÕÛɯÖÍɯ&ÖÖÎÓÌɀÚɯÞÙÐÛÛÌÕɯÝÐÌÞɯÊÈÕɯÉÌɯÍÖÜÕËɯÐÕɯannex I to this report, divided 

Ü×ɯÉàɯÚÌÊÛÐÖÕɯȹÌÕÛÐÛÓÌËɯȿWritten view from Google ɀȺȭɯ ÕÕÌßɯ(ɯÈÓÚÖɯÊÖÕÛÈÐÕÚɯÛÏÌɯ#ÜÛÊÏɯ

#/ ɀÚɯÙÌÚ×ÖÕÚÌɯÛÖɯÐÛɯÈÕËɯÐÕÍÖÙÔÈÛÐÖÕɯÖÕɯÞÏÌÛÏÌÙɯÛÏÌɯÙÌÚ×ÖÕÚÌɯÙÌÚÜÓÛÌËɯÐÕɯÈÔÌÕËÔÌÕÛɯ

of the findings and any resulting amendments to the conclusions. This annex forms an 

integral part of this report.  

Google was founded on 4 September 1998 and has its head office in California, USA. 

(ÛÚɯÚÛÈÛÌËɯÔÐÚÚÐÖÕɯÐÚȯɯȿÛÖɯÖÙÎÈÕÐáÌɯÈÓÓɯÛÏÌɯÞÖÙÓËɀÚɯÐÕÍÖÙÔÈÛÐÖÕɯÈÕËɯÔÈÒÌɯÐÛɯÜÕÐÝÌÙÚÈÓÓàɯ

ÈÊÊÌÚÚÐÉÓÌɯÈÕËɯÜÚÌÍÜÓɀȭ6 For this purpose Google not only offers an internet search engine 

ȹÏÌÙÌÐÕÈÍÛÌÙɯÊÈÓÓÌËɯȿ2ÌÈÙÊÏɀȺȮɯÉÜÛɯÐÛɯÈÓÚÖɯ×ÙÖÝÐËÌÚɯÈɯÓÈÙÎÌɯ×ÖÙÛÍÖÓÐÖɯÖÍɯÖÕÓÐÕÌɯÚÌÙÝÐÊÌÚɯ

ranging from webmail (Gmail), selling online advertising (DoubleClick) and online 

maps (Maps) to a browser (Chrome). 

 

In its terms of service, Google explains that all services are provided by Google Inc., 

established inMountain View, California. 7 Google provides its online services in 22 of 

the 23 official languages of the European Union (every one except Maltese), and 

&ÖÖÎÓÌɀÚɯÚÌÙÝÐÊÌÚɯÈÙÌɯÈÝÈÐÓÈÉÓÌɯÐÕɯƖƙɯÖÍɯÛÏÌɯƖƛɯÛÖ×-level country domains of the EU 
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(every one except .mt and .cy). In addition, smartphones with the Google operating 

system (Android) can be purchased in virtually all member states of the EU.  

Virtually all the services Google provides are free to the end-user.8 &ÖÖÎÓÌɀÚɯÉÜÚÐÕÌÚÚɯ

model is based on advertising revenues. These are predominantly obtained from 

advertisements in Search which are based purely on the search term(s) entered.9 

Expenditure in the Netherlands on personalised ads amounts to less than 5% of 

expenditure on online advertisements. 10 

 

Google has a subsidiary in the Netherlands, Google Netherlands B.V., which has its 

registered offices in Amsterdam and has been registered with the Chamber of 

Commerce under number 34198589 since 27 November 2003. The company 

description of Google Netherlands B.V. is: ȿ3ÏÌɯÊÖÕËÜÊÛÐÕÎɯÖf an enterprise in the field of 

an internet search engine and the provision of services and of information and advice on 

searching and retrieving information on the internet, intranet and other (electronic) 

ÊÖÔÔÜÕÐÊÈÛÐÖÕȭɀ11 In its written view, Google emph asises that Google Netherlands does 

not offer or provide services to which the privacy policy applies and does not place or 

read cookies.12 

 

Google reaches almost every person in the Netherlands with internet access via its 

services. Search has a usage share of more than 90% in the Netherlands.13 Google also 

ÜÚÌÚɯÊÖÖÒÐÌÚɯÈÕËɯÚÊÙÐ×ÛÚɯÛÖɯÙÌÈËɯÐÕÍÖÙÔÈÛÐÖÕɯÍÙÖÔɯÜÚÌÙÚɀɯËÌÝÐÊÌÚȭɯ3ÏÌɯ&ÖÖÎÓÌɯ#ÐÚ×ÓÈàɯ

network contains more than two million websites, videos and apps worldwide. 14 More 

than 20% of the almost 8000 most visited websites in the Netherlands contain 

ú
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DoubleClick advertisements and more than 65% contain Analytics code. So visitors to 

these websites will encounter one or more Google cookies.15  

 

 ÕËÙÖÐËȮɯ&ÖÖÎÓÌɀÚɯÔÖÉÐÓÌɯÖ×ÌÙÈÛÐÕÎɯÚàÚÛÌÔȮɯÏÈËɯÈɯƚƝǔɯÜÚÈÎÌɯÚÏÈÙÌɯÐÕɯÛÏÌ 

Netherlands at the end of the third quarter of 2013.16 Android devices cannot actually 

be used without a Google account.17 In its written view, Google states that users and 

original equipment manufacturers (of smart phones with the Android operating 

system) can easily switch to alternatives at low (or even no) cost and that the shares 

ÊÐÛÌËɯÉàɯÛÏÌɯ#ÜÛÊÏɯ#/ ɯÈÙÌɯÛÏÌÙÌÍÖÙÌɯÕÖÛɯÈɯÜÚÌÍÜÓɯÔÌÈÚÜÙÌɯÖÍɯ&ÖÖÎÓÌɀÚɯ×ÖÚÐÛÐÖÕɯÐÕɯ

these two areas. In addition, it states that the usage share given for Search is incorrect 

because it does not include vertical search engines, social networks and information 

sites such as Wikipedia.18 

 

In late January 2012, Google announced by means of a notice on its official blog that it 

would be amending its privacy policy. 19 Google writes: ȿ6ÏÐÓÌɯÞÌɀÝÌɯÏÈËɯÛÖɯÒÌÌ×ɯÈɯ

ÏÈÕËÍÜÓɯÖÍɯÚÌ×ÈÙÈÛÌɯ×ÙÐÝÈÊàɯÕÖÛÐÊÌÚɯÍÖÙɯÓÌÎÈÓɯÈÕËɯÖÛÏÌÙɯÙÌÈÚÖÕÚȮɯÞÌɀÙÌɯÊÖÕÚÖÓÐËÈÛÐÕÎɯÔÖÙÌɯÛÏÈÕɯ

60 into our main Privacy Policy. ȹȱȺɯWhat does this mean in practice? The main change is for 

users with Google Accounts. .ÜÙɯÕÌÞɯ/ÙÐÝÈÊàɯ/ÖÓÐÊàɯÔÈÒÌÚɯÊÓÌÈÙɯÛÏÈÛȮɯÐÍɯàÖÜɀÙÌɯÚÐÎÕÌËɯÐÕȮɯÞÌɯ

ÔÈàɯÊÖÔÉÐÕÌɯÐÕÍÖÙÔÈÛÐÖÕɯàÖÜɀÝÌɯ×ÙÖÝÐËÌËɯÍÙÖÔɯÖÕÌɯÚÌÙÝÐÊÌɯÞÐÛÏɯÐÕÍÖÙÔÈÛÐÖÕɯÍÙÖÔɯÖÛÏÌÙɯ

services. (ÕɯÚÏÖÙÛȮɯÞÌɀÓÓɯÛÙÌÈÛɯàÖÜɯÈÚɯÈɯÚÐÕÎÓÌɯÜÚÌÙɯÈÊÙÖÚÚɯÈÓÓɯÖÜÙɯ×ÙÖËÜÊÛÚȮɯÞÏÐÊÏɯÞÐÓl mean a 

ÚÐÔ×ÓÌÙȮɯÔÖÙÌɯÐÕÛÜÐÛÐÝÌɯ&ÖÖÎÓÌɯÌß×ÌÙÐÌÕÊÌȭɀ20 

 

According to the (public) replies which Google gave on 30 January 2012 to questions 

from members of the US congress, the amendment of the privacy policy was mainly 

intended to enable YouTube and Search information to be shared and was therefore 

primarily aimed at authenticated (signed -in) users.21 Before the amendment, these 
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data could not be used for other services. In its old Web History Privacy Notice, 

Google declared that search history could only be ÜÚÌËɯȿto give you a more personalised 

search experienceɀȭ22 

 

Google implemented the announced amendment of its privacy policy on 1 March 

2012. Instead of separate privacy terms for many of its services, Google now uses one 

overarching privacy policy, herei ÕÈÍÛÌÙɯÊÈÓÓÌËɯ&//ƖƔƕƖɯȹÐÕɯÛÏÐÚɯÙÌ×ÖÙÛȮɯȿ&//ƖƔƕƖɀɯÈÕËɯ

&ÖÖÎÓÌɀÚɯȿ×ÙÐÝÈÊàɯ×ÖÓÐÊàɀɯÈÙÌɯÈÓÚÖɯÜÕËÌÙÚÛÖÖËɯÛÖɯÔÌÈÕɯÛÏÌɯÝÌÙÚÐÖÕÚɯÈÚɯÈÔÌÕËÌËɯÖÕ27 

July 2012 and 24 June 2013).23 

 

From thi s policy it is clear that Google can combine data from a number of services for 

other services, for purposes such as product innovation and marketing/advertising 

and for analytic and security purposes. In addition to GPP2012 there are four separate 

product -specific privacy terms, for the Google Wallet, Google Books, Chrome and 

Fiber services.24 

 

In reply to a question from the CNIL, Google declared that GPP2012 takes precedence 

over the provisions of its Terms of ServiceȯɯȿTerms of Service are not meant to negate the 

×ÙÈÊÛÐÊÌÚɯÖÜÛÓÐÕÌËɯÐÕɯÛÏÌɯ/ÙÐÝÈÊàɯ/ÖÓÐÊàȭɀ25 

 

In response to the first questions from CNIL, Google writes that it can combine data 

provided by a user in one service with information from other services. 26 In its written 

view  &ÖÖÎÓÌɯÌß×ÓÈÐÕÚɯÛÏÈÛɯÛÏÌɯÜÚÌɯÖÍɯÛÏÌɯÞÖÙËÚɯȿÊÈÕɀɯÈÕËɯȿÔÈàɀɯÐÕɯÛÏÌɯ×ÙÐÝÈÊàɯ×ÖÓÐÊàɯÐÚɯ

in most cases explained by the fact that Google will not necessarily collect this 

information in all cases. Such collection depends on (i) whether the user is using a 

parti cular Google service, (ii) the relevance of the data for the specific service and (iii) 

whether the data are provided to Google.27 Examples of the combining of data cited by 

Google are the use by advertising services of information from all other services for 

https://www.google.nl/intl/nl/policies/privacy/archive/20120727/
https://www.google.nl/intl/nl/policies/privacy/archive/20120727/
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the purpose of personalising advertisements28 and the displaying of Google contact 

details in the Google Calendar for the purpose of organising a meeting.29 

 

 

Examples 

Authenti - 

cated (active) 

users 

Unauthenti - 

cated (active) 

users 

Passive 

users 

Google account Gmail, Google+, 

Drive, Google 

Play (app store) 

X   

ȿ.×ÌÕɀɯÚÌÙÝÐÊÌÚɯ 

Maps, Search, 

YouTube, 

Chrome 

X X  

Google 

services via 

third -party 

websites  

Advertisements 

(including 

DoubleClick), 

Analytics  

X X X 

 

 

Users of Google services can be subdivided into three (dynamic) groups: 

 

¶ Authenticated (active) users  (of services such as Gmail, Google Play, Drive30 

and Google+). To be able to use these services, the user has to open a Google 

account and sign in (authenticate) with it. 31 When a user registers for a Google 

account he is asked to provide his name, e-mail address, date of birth, sex and 

mobile telephone number. Only the name and e-mail address are required 

information. Google repeatedly asks users who have not provided a mobile 

phone number to do so. Google permits the use of pseudonyms on Google+, 

but according to GPP2012 Google checks whether a user is consistently using 

the same name and reserves the right to change the name to the name it 

believes is the current name on the basis of accounts setup previously.32 


