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Online proctoring & privacy
Recommendations foreducational institutions

As an educational institution, do you use online proctoring (digital surveillance to prevent fraud during
tests and examinations)? Or do you have plans to do so? If so, take the following points into account to
ensure that you protect the privacy of your pupils or students. A checklist is provided at the end.

Getting started

Determining the purpose
e Considerwhy exactly you wantto use online proctoring and make sure you can justify your
decision.
e Note:you are not permitted in any circumstances to use the collected data for any purpose
otherthan this predetermined purpose.

Determining the necessity
e Checkifitisnecessary touse online proctoring in order to achieveyour purpose. Re -evaluate
periodicallyifcoronavirus measures are relaxed.
e Firstcheckifalessintrusivemethod of examination is possible. Forinstance, you could have
pupils or students hand in a written paper or essay.
® Youmustrecord in writing why online proctoringis necessaryfor certain tests and exams.

Limiting infringements of privacy

e Isonline proctoring reallynecessary? In that case, at leastlimittheinfringement of privacy.

e Youcandothis, forinstance, by combining tests or exams so thatonline proctoring iskepttoa
minimum.

e Inaddition, optfortheleast intrusive form of fraud prevention. Eye trackingis more invasive
than camera surveillance.

e Inautomated reviewing oftests, make sure thatthere is always a person who assesses whether
there may havebeen fraud in tests and exams where online proctoring has beenused.

Determining the legal basis
e Determine the legal basisunder the GDPR for your use of online proctoring

Performinga DPIA
e Perform a DPIA before using online proctoring. Thisis often mandatory.
e Ifpossible,alsoinvolve pupils/students and teachers.
e Alsotake intoaccount otherrisks that affect (fundamental) rights and freedoms, such as
unjustified exclusion of pupilsor studentsfrom a test or examination.
e Periodically check whetheryou needto review the DPIA, for example if coronavirus measures
are relaxed.
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Seeking cooperation with others

¢ Involve the DPO in howonline proctoring is used well in advance. Informing the DPO
afterwards about the choices that were made is not sufficient.

e Discuss solutions for taking tests and examinations with stakeholders, such as the student
council and the participation council.

e Collaborate with other school boards and/or umbrella organisations. Share knowledge and
exchange experiences. Join forces with other organisations to approach major players in the
market.

Procurement

Selecting a supplier
e  Youmustchoose a software supplier that complies with privacylaws.
e Setrequirements forhowthe personaldata of your pupils/studentsand staffis used. In any
case, devote attention to ensuring that anydata thatis not necessaryis deleted immediately.

Entering into a data processing agreement
e Enterintoadata processing agreement with the supplier.
e Ensure thatthe agreement meets therequirements ofthe GDPR, at theveryleast.
e Particularlyin case of suppliers outside the EEA, make sure that appropriate safeguards arein
place.

Preparation and instructions

Drafting policies

e Drawup aninstitution-wide policy on using online proctoring. At a minimum:
o lay downwhen online proctoringcan be used;
o make awrittenrecord of the reasons for using online proctoring;
o determinetheresources and methods tobe usedtoprocesspersonal data (suchas

retention periods, securityand access tothedata);

o describe howpupils/studentsare to provide proofofidentity.

e Translate this policyinto concreteguidelines and instructions for teachers and pupils/students.

Providing information and instruction
e Inform pupils or students aboutwhathappensto their data, in language they can understand.
e Inform pupils or students abouttheir privacyrights.
e Instruct pupilsorstudents on the mostprivacy -friendly wayto take their test or exam, for
exampleby keeping personal items out of sight.

Rights of pupils/students
e Setup aprocesstoallowpupils or students to exercise their rights.
e For pupils or students who successfully object to online proctoring, offer a suitable alternative
that sufficiently addresses their privacy concerns. This alternative should not entail any adverse
consequences such as a disproportionate delayto a student's progress.
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Being prepared for incidents
e Keepinmind thatitisimpossible tocompletelyrule out data breaches or otherincidents, no
matterhowwell you have set everything up. Be prepared for this.
e Discusswith pupils/students and teachers what can gowrong and whattodoin these
situations in order to minimise the potentialimpact.

Checklist for proctoring

Getting started

determinethepurpose

determinethenecessity

limit infringementsofprivacy

determinethelegal basis

perform a DPIA
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seek cooperation with others

Procurement
O selectasupplier

[0 draftadataprocessing agreement

Preparation and instructions

O draftpolicies

O provide informationand instruction

O rights of pupils/students

[0 beprepared forincidents
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